Sewio

wireless sensor solution

UWB Sniffer

Debugging platform for RTLS Integrators and Developers

= Fully integrated with industry standard
Wireshark

= 6 channels (802.15.4a UWB PHY)

= Ethernet Communication interface

= Easy to automate via HTTP interface

= Received Signal Strength Indication

= Injection Mode for sending packet

= Support for dissecting Decawave Two Way
Ranging protocol

= Dimensions: 51 x 51 mm
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Package Content Requirements
1x UWB Sniffer Wireshark (Linux/ Windows)
1x USB to DC 1.3mm Power Cable USB port or DC Adapter 5V/500mA
1x Ethernet Cable Ethernet port
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1 UWB Sniffer Operation

UWB Sniffer provides following two operation modes: Sniffing and Injection. In the first one the sniffer
device captures all the 802.15.4 UWB frames transmitted over the air and forward them to Wireshark.
Injection mode enables to send arbitrary UWB frames directly from the sniffer's web interface.
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Sniffing Mode

This is default mode of operation for
the UWB Sniffer device. User needs
to select desired channel and some
other parameters. All captured frames
on the particular channel are feed
to Wireshark which is an open source
industry-standard ~ software  for
analyzing wired and wireless
networks. Data encapsulation is
depicted in picture above. Captured
802.15.4 frames are wrapped in ZEP
(Zigbee  Encapsulation  Protocol)
which is native protocol included
within ~ Wireshark. ZEP  basically
adding some interesting information
to raw 802.15.4 frame such as RSSI
or timestamp.

Sewio Networks, s.r.0
www.sewio.net, email:info@sewio.net

Injection Mode

In this mode an user may set frame
payload, channel, number of packets
which are going to be sent over the
air from UWB Sniffer. This mode is
useful for a device development,
testing or auditing. Thanks to the
HTTP interface, this might be very
powerful tool driven from a script
language.
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2 Sniffer Installation
2.1 Hook up cables to UWB Sniffer

Connect Ethernet cable and power cable to UWB Sniffer as it is depicted in picture below.

2.2 Setting TCP/IP at the host side

In this section we are going to adjust TCP/IP settings at PC host in order to be able to communicate with
the UWB Sniffer device.

Default sniffer's settings are: IP address 10.10.10.2, mask 255.255.255.0

Host's IP address must be within the same network scope as the UWB Sniffer device. Set host IP to
10.10.10.1 and network mask to 255.255.255.0.

This can be done via “Network and Sharing Center” in Windows. Press CTRL+R and type “ncpa.cpl’
Enter. Then you need to select network interface, where you have attached the sniffer and set IP and
network address.

Metwork Connection Detai_ i

Metwork Connection Details:

Property Value

Connection-specific DN...

Description Realtelc RTLE102E/RTLE103E Family P
Physical Address 50-FB-AG-AT-E3-D6

DHCP Enabled No

10.10.10.1

IPv4 Subnet Mask 255.255.255.0

IPv4 Default Gateway

IPv4 DNS Server

IPv4 WINS Server

NetBIOS ower Tepip En...  Yes

Link4ocal IPvE Address fel0::214c:24b4:5770:9736%10

|IPvE Default Gateway

IPvE DNS Servers fecO:0:04fff::1%1
Fec:0:04ff::2%1
fecO:0:04fff::3%1

< 1 J 3
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2.3 Connect to the UWB Sniffer homepage

Now, point a browser to sniffer's home address http://10.10.10.2, homepage should appear.

UWB Sniffer Settings  Injection Mode
Jr'i"\
B STOP RUNNING o
= R
c SUMMARY e
w %2
m i
; MAC address IP address CDU
D 00:1e:¢0:85:73:84 10.10.10.2
Channel (Non) Standard Frame Delimiter
5 Non-Standard
CRC filter Data rate
OFF 110 kbps
v0.2 Sewio Networks, s.r.0
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3 Wireshark Settings

UWB Sniffer acts as a probe which capturing 802.15.4 frames and forwards them to a remote host
computer. In order to be able to work with those frames Wireshark software is used.

3.1 Wireshark installation
Download, install and run Wireshark. Please select the latest stable appropriate for your operating
system and architecture.

3.2 Capture Frames
Select the Ethernet interface (linked to UWB Sniffer) from the available capture interfaces and start
capturing frames.

e etk Bl er <1 e i
Ele Ede Yew Go Capture Anahze Seatntics T Took [etemnais  Help

codmg BaxSa+sveT 0 eean FOR% B
Fincky | opeiea Cies fpty S

The World's Most Popular Network Protocol Analyzer
Vergion 1.10.3 (SVN Rev 53022 from firunk-1.10)

=~
WIRESHARK
Capture Files | online |

® Interface List

L 1 0 o cactune itaac

Device Descrption L Pachets Packete's
a4 Start T ) erdess Netwosk Comnection Micsotoft (OSSN M7 4 [Deas]
e b o s i b s Bt @ diptes Vil Vidoace! -] 1l
£ Wireless Network Connection (7] & Local Ases Connaction Ficaltek RTASLOZE PCLE Fant Eihernct NG {eocld cHBASTIESTSE 0
Network Adupter Vit Vhbware Virtusd Ethcmet Adaptcr

® Capture Options

R

Capture Help

@ How to Capture

T by 50 8 et cagtont e

® Network Media

Sohs omaion r chpasing oo
B WLAN

Feady o load or capture o Packets Profle Defaut

Wireshark implicitly shows all frames from wired and wireless networks delivered to the selected
interface. Therefore, it is useful to apply 802.15.4 filter which is referred as “wpan”.

File Edit View Go Capture Analyze 5tatistics Telephon! Tools Internals Help

[ ) X/ AaesaTa(EEFQaan #HBMx &
Fille|:|wpan| (—-“Wpa n“ ENTER Bﬁplssion... Clear Apply Save

3.3 Start UWB Sniffer
Now the host side is ready and you need to start UWB Sniffer via web interface. Point the browser to
sniffer's IP address and press RUN.

UWB Sniffer @ HOME JEELLNEM  Injection Mode

W STOPPED

3.4 Let's sniff some communication
Sniff your own UWB hardware or download our captured file.

Sewio Networks, s.r.0
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3.5 Adjusting Wireshark for IEEE 802.15.4 Networks
The previous chapter describes process of data capture and initial Wireshark configuration. User may
download the sample file uwb twr demo.

3.6 Wireshark columns
Wireshark has default columns settings for wired Ethernet network, see picture below.

A *Ethernet [Wireshark 1.12.2 (v1.12.2-0-g898fa22 from master-1.12)]
Eile Edit View Go Capture Analyze Statistics T!Ia.:tﬂon):I Tools |nternals Help

cedamd B2 A+«saTF2EE D FPBX B

L
Filter: | wpan §Z|Explminn... Clear Apply Save Q)
Mo. Time Source Destination Length Info Pretocel q)
1 0.000000000 0x1001 0x0001 88 Dpata, Dst: Ox0001, sSrc: 0x1001 IEEE 802.15.4 c
2 1.011990000 0x1001 0x0001 88 Darta, DsT: Ox0001, Src: Ox1001 IEEE 802.15.4
3 2.023904000 0x1001 0x0001 88 pata, Dst: Ox0001, Src: Ox1001 IEEE 802.15.4 m
4 3.036017000 0x1001 0x0001 88 Dpata, Dst: 0x0001, sSrc: 0x1001 IEEE 802.15.4 CU
5 4.047919000 0x1001 0x0001 88 Data, Dst: Ox0001, Src: Ox1001 IEEE 802.15.4
6 5.060024000 0x1001 0x0001 88 Data, Dst: Ox0001, Src: 0x1001 IEEE 802.15.4 =
7 6.072027000 0x1001 0x0001 88 pata, Dst: Ox0001, Src: Ox1001 IEEE 802.15.4 CU
8 7.084062000 0x1001 0x0001 88 Data, Dst: Ox0001, Src: Ox1001 IEEE 802.15.4 Q
9 8. 096069000 0x1001 0x0001 88 Data, Dst: 0x0001, Src: 0x1001 IEEE 802.15.4
10 9.108072000 0x1001 0x0001 88 pata, Dst: 0x0001, Src: Ox1001 IEEE 802.15.4
11 10.120079000 0x1001 0x0001 88 Data, Dst: Ox0001, Src: O0x1001 IEEE 802.15.4
12 11.132095000 0x1001 0x0001 88 Data, Dst: Ox0001, Src: 0x1001 IEEE 802.15.4
13 12.144113000 0x1001 0x0001 88 Data, Dst: Ox0001, Src: 0x1001 IEEE 802.15.4
14 13.156121000 0x1001 0x0001 88 Data, Dst: Ox0001, Src: Ox1001 IEEE 802.15.4
15 14.168095000 0x1001 0x0001 88 Dpata, pstT: Ox0001, src: Ox100L IEEE 802.15.4
16 15.180106000 0x1001 0x0001 88 Dpata, Dst: Ox0001, Src: 0x1001 IEEE 802.15.4
17 16.192078000 0x1001 0x0001 88 Data, Dst: Ox0001, Src: Ox1001 IEEE 802.15.4
18 17.204149000 0x1001 0x0001 88 Dpata, pst: Ox0001, src: 0x1001 IEEE 802.15.4
19 18.216204000 0x1001 0x0001 88 Dpata, Dst: Ox0001, Src: 0x1001 IEEE 802.15.4
20 19.228219000 0x1001 0x0001 88 Data, Dst: Ox0001, Src: 0x1001 IEEE 802.15.4

@ Frame 1: 88 bytes on wire (704 bits), 88 bytes captured (704 bits) on interface 0

@ Ethernet II, Src: Microchi_85:73:84 (00:1le:c0:85:73:84), Dst: CompalIn_2e:21:5a (f8:a9:63:2e:21:5a)
@ Internet Protocol version 4, Src: 10.10.10.2 (10.10.10.2), pst: 10.10.10.1 (10.10.10.1)

@ User Datagram Protocol, Src Port: 17754 (17754), Dst Port: 17754 (17754)

@ ZigBee Encapsulation Protocol, channel: 1, Length: 14

@ IEEE 802.15.4 pata, Dst: Ox0001, src: Ox1001

@ Data (3 bytes)

0000 T8 a0 63 2e 21 53 00 le <O 85 73 84 08 00 45 00 ..C.!Z.. ..5...E.
0010 00 4a 05 e3 00 00 ff 11 &d a9 0a Oa 0a 02 0a Oa .

0020 0a Ol 45 5a 45 5a 00 36 Sb fb 45 53 03 01 01 73
0030 84 00 00 00 00 00 b9 0a 18 d8 60 00 00 00 bS5 06
0040 04 00 00 00 00 00 00 00 OO0 Oe 41 88 Sb ca de 01
0050 00 01 10 BELEEY ac 80

@ | Data (data), 3 bytes | Packets: 83 - Displayed: 80 {36.4%) - Dropped: 0 (0.0%)

Columns are defined for the default Wireshark profile as follows:
Column name Description

Frame number counted from the start of capture in Wireshark. This is NOT number of a frame received

No. from UWB Shniffer. It includes all packets (wired&wireless) delivered to the host's ethernet interface

) Ethernet timestamp of the frame assigned by the operating system. This is NOT precise timestamp
Time .

from UWB Shniffer.
Source Source Address
Destination Destination Address
Protocol Protocol
Lenath Length of entire Ethernet frame including transportation overhead. This is NOT length of 802.15.4
g frame

Info Protocol details

Sewio Networks, s.r.0
www.sewio.net, email:info@sewio.net
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From the table above it is obvious the default column settings are not associated with
802.15.4. Therefore, user can adjust them to the 802.15.4 frame info. Let’s refresh the encapsulation
scheme for each 802.15.4 frame delivered to the host (see picture below). While the grey colored
protocols are used only to transport the 802.15.4 frame through a network infrastructure, the ZEP —
Zigbee Encapsulated Protocol carries all the important information such as sequence number,
timestamp or channel number related to the every 802.15.4 captured by the UWB Sniffer device.

—
2 |
b L ZEP protocol |

(- UDP packet |
0p)] ‘ :

IP packet
m _L |
; ‘ Ethernet frame |
>
i —
RTLS / Wireless Sensor Network UWB sniffer User

3.7 Install ZEPv3 plugin

Although, Wireshark natively contains ZEP protocol v2, we provide ZEPv3 which is backwards
compatible and brings additional information related to band, channel page and precise timestamp
information. In case that additional information are not interesting for user, just skip this chapter.

1. Download ZEPv3 plugin.

2. Extract and copy plugin to the Wireshark plugin folder.

Windows c:\Program Files\Wireshark\plugins\1.x.x\,

Linux Zusr/local/lib/wireshark/plugins/1.x.x/.

Start Wireshark. menu Analyze -> Enabled Protocols (CTRL+SHIFT+E)

Uncheck ZEP, check ZEPv3

Apply, OK.

If frames are not decoded with ZEPv3 go to menu Analyze -> Decode as -> ZEPv3 -> Apply,
OK.

SR

ZEPv3 contains fields depicted in picture below:

Frame 1: B8 bytes on wire (704 bits), 88 bytes captured (704 bits) on interface 0
Ethernet II, Src: Microchi_85:73:84 (00:1e:c0:85:73:84), Dst: CompalIn_2e:21:5a (f8:a9:63:2e:21:5a)

Internet Protocol version 4, src: 10.10.10.2 (10.10.10.2), pst: 10.10.10.1 (10.10.10.1)
user Datagram Protocol, Src Port: 17754 (17754), Dst Port: 17754 (17754)
= ZigBee Encapsulation Protocol, channel: 1, Length: 14

protocol ID string: EX
protocol version: 3
Type: 1 (Data)
channel 1D: 1
Device ID: 29572
LQI/CRC Mode: LQI
Link quality Indication: 0
Timestamp: 185.169400416 seconds
relative Timestamp: 0.000000000 seconds
Absolute Timestamp: Nov 28, 2014 15:29:43.468917000 Central Europe Standard Time
pifferential Timestamp: 0.000000000 seconds (First packet)
Sequence Number: 181
Frequency band: uws Low band (6)
Channel page: 4
Length: 14 Bytes
IEEE 802.15.4 Data, Dst: 0x0001, src: 0x1001
pata (3 bytes)

VO, 2 Sewio Networks, s.r.0
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Zepv3 Field description
zepv3.version  zep version
zepv3.type type of packet
zepv3.channel_id channel number

zepv3.device_id unique ID of the sniffer, based on MAC address

| -

(D) L
E zepv3_lgi_mode LQI/CRC either LQI is send to Wireshark or CRC value 8
c <
) zepv3.lgi LQI value, not used in UWB Sniffer %
(a8 =
; zepv3.time Time elapsed since sniffing was started at UWB Sniffer ‘DU
-

zepv3.relime  Relative time since sniffing was started at UWB Sniffer

zepv3.abstime  Absolute time converted to host timezone

zepv3.difitime  Differential time among packets

zepv3.seqno Sequence number of packet send from UWB Sniffer
zepv3.band IEEE 802.15.4 frequency band

zepv3.chanpage IEEE 802.15.4 channel page

zepv3.length IEEE 802.15.4 frame length

3.8 Adjusting Wireshark columns to IEEE 802.15.4 compliant frame

Note: The procedure below describes how to adapt Wireshark columns to 802.15.4 frames. You may
skip this section if you are satisfied with default settings.

Adjusting columns procedure:

a. Right click on the columns header
b. Select Column Preferences
c. Adjust columns to 802.15.4

VO, 2 Sewio Networks, s.r.0
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[Wireshark 1.

Eile Edit Miew Go Capture Analyze Statistics Telephony Tocls Intemals Help

'¢:| Frame 6: 88 bytes on wire (704 bits), 88 bytes captur @
® Ethernet II, Src: Microchi_85:73:84 (00:le:c0:85:73:
@ Internet Protocol version 4, Src: 10.10.10.2 (10.10.

Align Right

% Column Fufmu_,"";]ll

coAamsE BREX@ A+sv0T2/EE ccaan @@

Filter: | H&pmsm Clear Apgly Save

He. = e Destination Myttt
1 0. 000000000 0x1001 ox wa Sont Ascending i,
2 1.011990000 0x1001 3. Sont Descending ]
3 2.023904000 0x1001 |5 Ko Sorting 1,
4 3036017000 0x1001 1,
5 4 04?919000 Shew Resohoed 1,
7 6.072027000 0x1001 [] Alignleft (default) o1,
§ 7. 084062000 0x1001 [1] Algn Centes oL,

Fe |

@ User Datagram Protocol, Src Port: 17754 (17754}, Ost | & Edit Column Details,

& ZigBee Encapsulation Protoco‘l Channel: 1, Length: 14

protocol ID String: EX
Protocol version: 3
Type: 1 (pata)

channel 10: 1

Device ID: 29572
LQI/CRC Made: LOQI

Default column settings

" ] Resize Colurmn

Drplayed Columnsg »
Hide Celumn
& Rernove Column

Recommended column settings for 802.15.4

Displayed Title Field type
Mo. Mumber
Time Time (format as specified)
Source Source address

Destination Destination address
Protocol Protocol

Length Packet length (bytes)

HEEEEREERE

Info Infermation

Displayed Title Field type
Mo. Custom (zepv3.seqno)
Time Custom (zepv3.time)

Mac Src Address Source address

Mac Dst Address Destination address

R AR E R EEE

Protocol Protocol

Length Custom (zepv3.length)
RSSI Custom (wpan.rssi)
Info Information

)
(¢D)
(¢B)

i
()]
©

<+
(4%)

()

Adjusted Wireshark columns should seem like this:

| uwh_twr_demo.ocapng  [Wireshark 1.12.2 (v1.12.2-0-g898a22 from master-1.12)] - o IER

File fda View Go Capture A&nahze Statatics Telphory Tools Internals Help

cedAms BEERXD "\ééo?&‘l aeap @Pex B

Fiter: v Epression_ Clewr Apgly S

Mo, Time = Mg Sec Addeess  Mac Dst Address  Protocel Length RSS9 Info

181 185. 169400416 0x1001 Ox0001 IEEE 802.15.4 14 -84 Oata, Ost: Ox0001, Src: Ox1001
182 186181463625 0x1001 0x0001  IEEE 802.15.4 14 -86 Data, Dst: OX000L, Src: 0x1001
183 187.193526766 0x1001 0x0001  IEEE 802.15.4 14 -85 Oata, Bst: Ox0001, Src: Ox1001
184 188. 205594683 0x1001 Ox0001 IEEE 802.15.4 14 -87 bata, Ost: Ox0001, Src: Ox1001
185 189. 217658066 0x1001 Ox0001 IEEE 802.15.4 14 -88 Data, Ost: Ox0001, Src: Ox1001
186 190.229721266 0x1001 0x0001  IEEE 802.15.4 14 -88 Data, DsT: Ox0001, Src: Ox100L
187 191.241784416 0x1001 Ox0001  IEEE §02.15.4 14 -88 bata, Bst: Ox0001, Src: Ox1001
188 192.253852333 0x1001 0x0001 TEEE 802.15.4 14 -87 Data, Os5t: Ox0001, Src: Ox1001
160 193.265915741 0x1001 0x0001 TEEE 802.15.4 14 -§7 bata, Ost: Ox0001, Src: Ox100L
19 194, 277978925 0x1001 X001 IEEE 802.15.4 14 -85 ata, Ost: Ox0001, Src: Ox1001
9 195, 290042083 0x1001 X000 IEEE §02.15.4 14 -68 pata, ©st: Ox0001, Src: Ox1001
192 196. 302110016 0x1001 00001 TEEE 802.15.4 14 -88 Data, Ost: Ox0001, Src: Ox1001
193 197. 314173400 0x1001 0x0001 TEEE §02.15.4 14 =86 bata, Ost: Ox0001, Src: Ox100L
<

| Frame 1: 88 byres on wire (704 bits). B8 bytes caprured (704 bits) on interface 0

® Ethernet II, Src: Microchi_B85:73:84 (00:1e:c0:85:73:84), OSt: Compalin_2e:2l:5a (f8:a9:63:2e:21:%a)
@ Internet Protocs] version 4, Sre: 10.10.10.2 (10.10.10.2), ost: 10.10.10.1 (10.10.10.1)
¥ User Datagram Protocol, Src Porr: 17754 (17754), Ost Port: 17754 (17754)
= Zigbee Encapsulation Protocol, Channel: 1, Length: 14

Protoco] I0 String: EX

frotocel version: 3

Type: 1 (Data)

channel 103 1

oevice 10: 29572

LQI/CRE Mode: LQT

Link quality Indication: O

Timestamp: 185169400416 seconds

relative Timestasp: 0.000000000 seconds
AbsolNTe TimesTARD: Nv 8, 2014 15:23:43,36R917000 central eurone srandard Time o
0000 f5 a9 63 2e 21 5a 00 le <O 85 73 64 08 00 45 00 ST NP S
0010 00 43 05 ¢3 00 00 ff 11 84 a0 0a 0a 02 02 0a 0a .
0020 0a 01 45 32 43 32 00 36 5b b 43 38 03 01 01 73
0030 £4 00 OO OO GO 00 bd Oa 18 4B 60 00 00 00 bS 06
3040 54 00 00 00 00 00 80 00 00 0 41 85 Sb ca de o1
0050 00 0L 10 21 00 00 ac 80

v0.2
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4 UWB Sniffer Configuration

4.1 Home Page
RUN/STOP button and status field are located below the top menu. RUN/STOP button is present on
every subpage and always refers to packet sniffing or capturing frames on defined channel.

Home page contains following summary information about an analyzer: MAC address, IP address,
current channel, (non)standard frame delimiter, crc filter and data rate.

Below summary section the counters are displayed. Counters (see picture below) have 12 bit resolution
and they are related to selected events on PHY UWB layer. They might be quite useful during the
network debugging and trouble shooting.

At the very bottom of the homepage a firmware version is displayed.

UWB E’jl"a‘ D‘ m Settings  Injection Mode
[ RUN | STOPPED

MAC address IP address

00:1e:c0:85:73:84 10.10.10.2

Channel (MNon) Standard Frame Delimiter

2 Mon-Standard

CRC fiter Diata rate

OFF 110 kbps

COUNTERS

Mumber of good CRC received frames Number of bad CRC (CRC error) received frames
0 0

Number of received header errors Number of received frame sync loss events

0 0

Mumber of address fiter errors Number of receiver over-runs

0 0

SFD timeouts Preamble timeouts

0 0

RX frame wait timecuts Number of transmitted frames

0 0
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4.2 Setting Page

wireless sensor solution

Radio parameters, network configuration and host settings are done via this page

Available Channels

Channel Center Frequency (MHz) ~ Band (MHz)

1 3494.4 3244.8 - 3744
2 3993.6 3774 -4243.2
3 4492.8 4243.2-4742.4
4 3993.6 3328 — 4659.2
5 6489.6 6240 - 6739.2
7 6489.6 5980.3 - 6998.9

Pulse Repetition Frequencies (PRF)
16 MHz / 64 MHz

Preamble Length

4096, 2048, 1536, 1024, 512, 256, 128, 64
Data Rate

110/850/ 6800 kbps

Preamble Code
1,2,345,6,7,89,10,11,12,17,18,19,20
PAC Size (symbols)

8/16/32/64

Frame Delimiter

Standard / Non Standard

LQI/CRC mode

Bandwdth (MHz)
499.2
499.2
499.2
1331.2 (real approx. 900)
499.2

1081.6 (real approx. 900)

LQI mode - frames are forwarded to Wireshark with signal strength values

CRC mode - frames are forwarded to Wireshark with CRC value received

CRC filter On/Off — 802.15.4 frames with wrong CRC are discarded
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LUWB Sniffer d HOME Injzstion Mods
[ RUN | STOPPED
Channel number PRF |Pulse repetition frequency) —
| 2 (3993 6MHz) M [16 MHz v 8
<
Preamble length [Symbols] Data rate m
| i
1024 T 110 kbps v
a
Preamble code (rx code) PAC size [Symbols]
3 v (32 v
(Non) Standard Frame Delimiter LQICRC mode
O Standard ® MNon-Standard ® Lal @ CRC

CRC fiter

® OFF O ON

SUBMIT & RUN

4.3  Sniffer IPv4 Settings

IP mode — DHCP client / Static IP address
IP address

Netmask

Gateway

4.4 Host Settings

e Host IP address — IP address of the host computer where Wireshark is running
« Host UDP port — should be set 17754, this identifies 802.15.4 flow in Wireshark

4.5 Injection Mode

This mode is dedicated for a frame transmission. User needs to set UWB PHY settings as well as the
payload, number of packet repetition and time gap among the packets. User might also set whether
sniffing mode should be started right after the transmission ends.
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LJWB a'llrfef d HOME  Settings  EEF=ERE UL

[ RUN | " STOPPED |

INJECTION SETTINGS

- Channel number PRF (Pulse repetition frequency)
(<B) =
2 (3993 6MHz, A 16 MHz v
2 ) | ) [P}
= L
(- Preamble length [Symbols] Data rate e
90 [1024 v [110 kbps v %
(a8 o
; Preamble code (TX code) (Mon} Standard Frame Delimiter CDU
) 3 v © Standard ® MNon Standard
TX power coarse TX power fine
[6 v |dB [3.0 v |dB
PGdly | Pulse Generator Delay) RX enabled after send
[oxc2 v O Yes ® No
MNumber of packet repeat Time space between packets
1 1 ms

Packet payload’ 2

Bytes: 3+ 2 (CRC) # AutoCRC3 EEE 1

01:02:03

Estimated time of Injecting

~ 0.002 seconds
one packet ~ 1610 ps
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5 Analyzing Decawave Two Way Ranging (TWR)

Decawave Two Way Ranging protocol is aimed for precise distance measurement based on UWB IEEE
802.15.4a standard. We provide feature-rich Ranging evaluation kit here.

Tag

)
(¢D)
(¢B)

i
()]
©

<+
(4%)

()

Anchor

There are three messages Poll, Response, Final exchanged between Tag and Anchor in order to get a
precise distance. It is calculated based on Tag (TSP, TRR, TSF) and Anchor (TRP, TSR, TRF)
timestamps. Distance is calculated on Anchor therefore Report message might be employed in order to
transfer distance measurement from Anchor back to Tag.

Distance = ToF * speed of light

ToF= l: (TRR - TSF} - (TSR - TRF}I + (TRF' TSR} - (TSF - TRR} }[4

Tag Anchor
Timestamp Timestamp
- Poll (ID)

o e
""" > Tre
Responfe_ _______ Ten
Ter === "7"7"7"7

Final (ID, Tse, Trr, Tsr)
T [T T T T e m = > Ter

Report optiona
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Ranging messages are encapsulated within 802.15.4 frame, see details in picture below:

2 Bytes 1 Byte 2 Bytes 2/8 Bytes 2/8 Bytes 2 Bytes
IEEE 802.15.4 Frame F S Destinati S
rame equence BANE estination ource payload e
Control Number Address Address

| -
D i
by (¢D)
= 0-85 Bytes ((b)
(% Poll Message User Payload %
} ' - ©
om 8
= = e 2
Response Message Activity Parameter User Payload (AR
D 0x0000 -
6 Bytes 6 Bytes 0-85 Bytes.
Final Message Response Message RX Timestamp | Predicted Final TX Timestamp User Payload
- . . I

6 Bytes 0-85 Bytes
Caleulated ToF User Payload

Report h

Raw captured frames between Tag and Anchor in Wireshark are displayed as follows

A uwb_twr_demo.pcapng [Wireshark 1.12.2 (v1.12.2-0-g898fa22 from master-1.12)]
File Edit View Go Capture Analyze Statistics Tdephonz JTools |Internals Help

COAMI BEXT AevDTL QQAaE §BB%| B

Filter: E] Expression... Clear Apply Save
Ne, Time Mac Src Address  Mac Dst Address Protocol Length RS3I Infe i
199 203, 386557458 0x1001 0x0001 IEEE 802.15.4 14 -83 Data, Dst: Ox0001, Src: Ox1001
200 204, 398625383 0x1001 0x0001 IEEE 802.15.4 14 -83 Data, Dst: Ox0001, Src: Ox1001
201 205.410688791 0x1001 0x0001 IEEE 802.15.4 14 -84 Data, Dst: Ox0001, Src: Ox1001
202 205,415755225 0x0001 0x1001 IEEE 802.15.4 15 =90 Data, Dst: Ox1001, Src: Ox0001
203 205.421543966 0x1001 0x0001 IEEE 802.15.4 27 -84 pData, Dst: Ox0001, Src: Ox1001
205.426475858 0x0001 5.4 0x1001, 0x0001
205 206.431752600 0x1001 0x0001 IEEE £802.15.4 14 -89 pata, Dst: Ox0001, Src: Ox1001
206 206.436820058 0x0001 0x1001 IEEE £802.15.4 15 =90 Data, Dst: Ox1001, Src: 0x0001
207 206,442608775 0x1001 0x0001 IEEE 802.15.4 27 -88 Data, Dst: Ox0001, Src: Ox1001
208 206,447545833 0x0001 0x1001 IEEE 802.15.4 17 -90 pata, Dst: Ox1001, src: Ox0001
209 207.452816750 0x1001 0x0001 IEEE 802.15.4 14 -88 Data, Dst: 0x0001, Src: Ox1001
210 207.457883191 0x0001 0x1001 IEEE 802.15.4 15 -920 Data, Dst: 0x1001, Src: 0x0001
211 207.463671916 0x1001 0x0001 IEEE 802.15.4 27 -88 Data, Dst: Ox0001, Src: Ox1001
212 207.468606375 0x0001 0x1001 IEEE 802.15.4 17 -920 Data, Dst: Ox1001, src: 0x0001
213 208.473884808 0x1001 0x0001 IEEE 802.15.4 14 -89 Data, Dst: 0x0001, Src: Ox1001
214 208.478951241 0x0001 0x1001 IEEE 802.15.4 15 -90 Data, Dst: 0x1001, Src: 0x0001
215 208.484739983 0x1001 0x0001 IEEE 802.15.4 27 =87 Data, Dst: Ox0001, src: Ox1001
4 17 -89 Data, Dst: Ox1001, src: 0x0001

216 208.489673691 0x0001 0x1001 IEEE 802.15.

® Frame 24: 91 bytes on wire (728 bits), 91 bytes captured (728 bits) on interface 0

# Ethernet II, Src: Microchi_85:73:84 (00:1e:c0:85:73:84), Dst: CompalIn_2e:21:5a (f8:a9:63:2e:21:5a)
® Internet Protocol version 4, src: 10.10.10.2 (10.10.10.2), pst: 10.10.10.1 (10.10.10.1)

@ User Datagram Protocol, Src Port: 17754 (17754), Dst Port: 17754 (17754)

@ ZigBee Encapsulation Protocol, Channel: 1, Length: 17

@ IEEE 802.15.4 Dpata, Dst: 0x1001, src: Ox0001

# Data (6 bytes)

{0000 f8 a9 63 2e 21 5a 00 le cO 85 73

84 08 00 45 00 ..c.!'Z.. ..s5...E.
0010 00 4d 05 fa 00 00 ff 11 8d 8f 02 02 03 02 03 028  .Muieees covvnnns
0020 Oa 01 45 5a 45 5a 00 39 ea Oa 45 58 03 01 01 73  ..EZEZ.9 ..EX...S
0030 84 00 00 OC 00 00 cd 19 6b 81 52 00 00 00 cc 06  ........ SReaas
0040 04 00 00 0O 00 00 00 00 00 11 41 83 01 ca de 01  ........ ..A.....
0050 10 01 00 a6 80 - - - .. -
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TWR Wireshark plugin which is equipped with UWB Sniffer might further dissect those frames. Payload
from frame is decoded as Poll, Response, Final or Report message with calculated distance.

r i uwb_twr_demo.pcapng [Wireshark 1.12.2 (v1.12.2-0-g898fa22 from master-1.12)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codms BEEXZ Q¢ T L |EE aapn EB®X% B

Filter: E| Expression.. Clear Apply Save

Mo.  Time Mac Src Address  Mac Dst Address  Protocol Length RS5l  Calculated Distance Info
203 205.421543966 0x1001 0x0001 Decawave TWR 27 -84 Final Message
204 205.426475858 0x0001 021001 Decawave TWR 17 -90 0.141 Report Message
205 206.431753600 0x1001 0x0001 Decawave TWR 14 -89 Poll Message
206  206.436820058 0x0001 0x1001 Decawave TwR 15 =90 Response Message
207 206.442608775 0x1001 0x0001 Decawave TWR 27 -88 Final Message
208 206.447545833 0x0001 0x1001 Decawave TWR 17 -90 0.201 Report Message
209 207.452816750 0x1001 0x0001 Decawave TWR 14 -88 Poll Message

2 By L] e U G R i () A E L W e e se Message
211 207.463671916 0x1001 0x0001 Decawave TWR 27 -B8 Final message
212 207.468606375 0x0001 0x1001 Decawave TwR i7 -90 0.145 Report Message
213 208.473884808 0x1001 0x0001 Decawave TWR 14 -89 Poll Message
214  208.478951241 0x0001 0x1001 Decawave TWR 15 -90 Response Message
215 208.484739983 0x1001 0x0001 Decawave TWR 27 -87 Final Message
216 208.489673691 0x0001 0x1001 Decawave TWR 1l -89 0.223 Report Message
217 209.494949808 0x1001 0x0001 Decawave TWR 14 -88 Poll Message
218  209.500016266 0x0001 01001 pecawave TWR 15 -90 Response Message
219 209. 505804991 0x1001 0x0001 Decawave TWR 27 -88 Final Message
220 209.510742991 0x0001 0x1001 Decawave TWR 17 -89 0.16 Report Message

——— ma A ra s anm e e e aa o e

@ Frame 24: 91 bytes on wire (728 bits), 91 bytes captured (728 bits) on interface 0
|® ethernet II, Src: Microchi_85:73:84 (00:1e:c0:85:73:84), Dst: CompalIn_2e:21:5a (fB:a9:63:2e:21:5a)
|® Internet Protocol version 4, src: 10.10.10.2 (10.10.10.2), pst: 10.10.10.1 (10.10.10.1)
|® User Datagram Protocol, Src Port: 17754 (17754), Dst Port: 17754 (17754)
|@ ZigBee Encapsulation Protocol, channel: 1, Length: 17
|® IEEE 802.15.4 Data, Dst: Ox1001, src: 0x0001
|= Decawave TWR, Report Message
| ## Testing ##
Function code: Report Message (0x2a)

| calculated Distance: 0.141000 meters

0000 T8 a9 63 2e 21 5a 00 le cO 85 73 84 08 00 45 00 e lZus LuSi0WEL
/0010 00 4d 05 fa 00 00 ff 11 8d 8f Da Oa Oa 02 Da Da Mol e
0020 0Oa 01 45 Sa 45 Sa 00 39 ea Oa 45 58 03 01 01 73 ..EZEZ.9 l..E)IC...S

AARA BA AR AR A AR Sl 84 ER AR AR AR - AS P

5.1 Wireshark dissector for Decawave Two Way Ranging

a. Download Decawave TWR plugin.
b. Extract and copy plugin to the Wireshark plugin folder.
Windows c:\Program Files\Wireshark\plugins\1.x.x\,
Linux /usr/localllib/wireshark/plugins/1.x.x/.
c. Start Wireshark. menu Analyze -> Enabled Protocols (CTRL+SHIFT+E)
d. Check Decawave-TWR
e. Apply, OK.
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UWB Sniffer

Sewio provides the enclosed product under the following conditions:

This UWB Sniffer is intended for use for ENGINEERING DEVELOPMENT, DEMONSTRATION, OR
EVALUATION PURPOSES ONLY and is not considered by Sewio to be a finished end-product fit for
general consumer use. Persons handling the product(s) must have electronics training and observe good
engineering practice standards. As such, the goods being provided are not intended to be complete in terms of
required design-,marketing-, and/or manufacturing-related protective considerations, including product safety and
environmental measures typically found in end products that incorporate such semiconductor components or
circuit boards. This UWB Sniffer does not fall within the scope of the European Union directives regarding
electromagnetic compatibility, restricted substances (RoHS), recycling (WEEE), FCC, CE or UL, and therefore
may not meet the technical requirements of these directives or other related directives.

The user assumes all responsibility and liability for proper and safe handling of the goods. Further, the user
indemnifies Sewio from all claims arising from the handling or use of the goods.

EXCEPT TO THE EXTENT OF THE INDEMNITY SET FORTH ABOVE, NEITHER PARTY SHALL BE LIABLE
TO THE OTHER FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES.

Sewio assumes no liability for applications assistance, customer product design, software performance, or
infringement of patents or services described herein.

No license is granted under any patent right or other intellectual property right of Sewio covering or relating to any
machine, process, or combination in which such Sewio products or services might be or are used.

FCC Warning. This UWB Sniffer is intended for use for ENGINEERING DEVELOPMENT, DEMONSTRATION,
OR EVALUATION PURPOSES ONLY and is not considered by Sewio to be a finished end-product fit for general
consumer use. It generates, uses, and can radiate radio frequency energy and has not been tested for
compliance with the limits of computing devices pursuant to part 15 of FCC rules, which are designed to provide
reasonable protection against radio frequency interference. Operation of this equipment in other environments
may cause interference with radio communications, in which case the user at his own expense will be required to
take whatever measures may be required to correct this interference.
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